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Abstract—

The Intel Advanced Vector eXtension (AVX) family provides
multiply-high instructions (e.g., vpmulhw) for 16-bit lanes, but
no corresponding support exists for 32-bit lanes in either AVX2
or AVX-512. This gap inflates the cost of 32-bit integer arith-
metic in both zero-knowledge proof (ZKP) and post-quantum
cryptography (PQC), and it also impacts the efficiency of Philox
pseudorandom number generation (PRNG). To address this, we
present VAXEN, a Versatile AVX ExtensioN, which introduces
signed and unsigned 32-bit multiply-high instructions, vpmulhd
and vpmulhud, while preserving the existing AVX2/AVX-512
programming model. VAXEN targets per-lane arithmetic and
therefore does not require carry-propagation support.

We evaluate VAXEN using proxy ISA (PISA): proxy binaries
are measured on Intel Rocket Lake, Intel Core Ultra 5 228V
P/E cores, and AMD Zen 5, then interpreted under explicit
implementation mappings. Under a balanced 32-bit multiply
mapping, projected results show up to 1.86x (resp. 2.14x)
speedup for BabyBear (resp. ML-DSA) Montgomery multipli-
cation, 1.84x for ML-DSA NTT, 1.51x for Rust-level Plonky3
Poseidon2, and 2.83x for Philox PRNG. We also report a
complete Intel PISA matrix that separates the benefit of the
proposed high-half instructions from improvements to existing
vpmulld. To strengthen trustworthiness, we use CRYPTOLINE
to formally verify the projected implementations of Montgomery
multiplication and Philox PRNG. We also develop an ASIC
evaluation library and show low marginal cost: +4.50% of the
modeled vector-integer cluster post-synthesis, 0.017% of an AMD
Zen 5 core area including private L2, and a post-route core-
normalized upper bound below 0.1%. These results suggest that
a minimal fix to AVX2 and AVX-512 can deliver meaningful
cross-domain speedups at low hardware cost.

Index Terms—ISA extension, AVX2, AVX-512, proxy ISA, post-
quantum cryptography, zero-knowledge proofs

I. INTRODUCTION

Recent cryptographic and proof workloads increasingly rely
on arithmetic over 32-bit prime fields'. This trend appears
in zero-knowledge proof (ZKP), where implementations built
on PLONK [1] and Plonky3 [2] depend on fields such as
BabyBear and KoalaBear. It also appears in post-quantum
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'We use “32-bit prime field” for moduli ¢ with 216 < ¢ < 232, where
each SIMD lane naturally holds one field element.

cryptography (PQC), where the NIST-standardized Module-
Lattice-Based Digital Signature Algorithm (ML-DSA) [3]
relies on 32-bit modular multiplication inside its Number The-
oretic Transform (NTT) kernels. At the same time, software
stacks use 32-bit high-half multiplication in Philox pseudo-
random number generation (PRNG) [4], which is deployed
in PyTorch and TensorFlow [5], [6]. These workloads are
algorithmically diverse, but they share a common microar-
chitectural requirement: efficient Single Instruction, Multiple
Data (SIMD) support for 32-bit multiply-high.

x86 SIMD currently exposes an asymmetric multiplication
interface. For 16-bit lanes, AVX2 and AVX-512 provide both
low-half (vpmullw) and high-half (vpmulhw) products. For
32-bit lanes, however, they only provide the low-half product
(vpmulld) directly, while programmers must synthesize the
high half using widening multiplies (vpmuludq), lane shuffles
(e.g., vmovshdup), and blends (vpblendd). This asymmetry
is not merely an instruction-count nuisance. It lengthens
dependence chains, increases shuffle pressure, complicates
library implementations, and makes an important class of 32-
bit arithmetic kernels systematically inefficient on x86.

The impact of this gap is broad. In cryptography, it increases
the cost of Montgomery multiplication [7] that dominates
the inner loops of ZKP and PQC software—for example,
as Figure 1 illustrates, ML-DSA Montgomery multiplication
requires 12 vector instructions on the baseline path versus only
4 with our proposed VAXEN. In non-cryptographic software,
the same missing primitive reappears in Philox PRNG. These
domains are usually studied separately, yet they point to
the same architectural conclusion: x86 lacks a versatile 32-
bit SIMD multiply-high primitive that repeatedly appears in
modern integer kernels.

This paper presents VAXEN, a versatile AVX extension
for 32-bit multiply-high workloads. VAXEN adds signed and
unsigned 32-bit multiply-high SIMD instructions, vpmulhd
and vpmulhud, for AVX2 and AVX-512 while preserving
the existing programming model and keeping the semantics
strictly per lane. The design goal is deliberately modest: rather
than proposing a large cryptography-specific extension, we



target the narrow primitive that repeatedly appears across ZKP,

PQC, and Philox PRNG. Because the target arithmetic is per

lane rather than multi-word, the extension does not require

carry propagation support.

To evaluate VAXEN, we use performance projection using
proxy ISA (PISA) [8] on Intel Rocket Lake, the Lion Cove
P-core and Skymont E-core of an Intel Core Ultra 5 228V
(Lunar Lake, 2024) processor, and AMD Zen 5. We measure
proxy binaries on real hardware and then interpret those
measurements under explicit implementation mappings, rather
than presenting the projections as direct hardware measure-
ments of a nonexistent instruction. The cryptographic class
spans three scales: arithmetic primitives such as Montgomery
multiplication, cryptographic components such as ML-DSA
NTT and Plonky3 Poseidon2 [9], and full ML-DSA signature
generation. The non-cryptographic class is Philox PRNG,
which is widely used in Al frameworks such as PyTorch
and TensorFlow. Across these workloads, the same missing
primitive consistently appears as a bottleneck.

Beyond performance projection, we also study trustwor-
thiness and hardware cost. We use CRYPTOLINE [11] to
formally verify the projected implementations of BabyBear
and ML-DSA Montgomery multiplication and Philox PRNG,
ensuring that the optimized arithmetic paths preserve the
intended semantics and range contracts. We further develop
an ASIC evaluation library for the proposed datapath and
use it to estimate the hardware overhead of integrating the
new operation. Our current prototype indicates that the added
datapath cost is low, supporting the claim that VAXEN is a
small architectural change with cross-domain benefits.

Our implementations are publicly available at https://github.
com/Ji-Peng/VAXEN_Artifact under the MIT license.

We frame the paper around a broader architectural thesis:
when a single missing lane-wise primitive recurs across mul-
tiple performance-critical domains, a minimal ISA patch can
deliver disproportionate benefit relative to its hardware cost.
We demonstrate this thesis through a multi-layered evaluation
methodology—PISA-based performance projection, static mi-
croarchitectural analysis, formal verification, and ASIC cost
estimation—that can serve as a template for evaluating other
narrow ISA extensions. This paper makes the following con-
tributions:
¢ Cross-domain bottleneck identification. We show that the

absence of 32-bit SIMD multiply-high is a shared archi-

tectural bottleneck across ZKP, PQC, and Philox PRNG on
x86, and we analyze the microarchitectural origins of this
gap on Intel Rocket Lake, Intel Core Ultra 5 228V (Lion

Cove/Skymont), and AMD Zen 5 to argue that existing mul-

tiplier organizations can support the proposed instructions

with minimal modification (Section II).

« Minimal ISA design with design-space justification. We
propose VAXEN, a minimal AVX2 and AVX-512 extension
that adds signed and unsigned 32-bit multiply-high instruc-
tions with per-lane semantics, and we explicitly justify this
design point against more aggressive alternatives such as
fused reduction instructions or carry-propagating extensions

(Section III).

o Performance projection with sensitivity. We evaluate
VAXEN using PISA on Intel Rocket Lake, Intel Core
Ultra 5 228V (Lion Cove/Skymont), and AMD Zen 5.
The main balanced projection reaches up to 2.14x for
Montgomery multiplication, 1.84x for ML-DSA NTT, and
2.83x for Philox PRNG, while a complete Intel PISA
matrix separates the proposed high-half instructions from
improvements to existing vpmulld (Section V).

o Trustworthiness and hardware cost. We formally verify
the projected Montgomery-multiplication and Philox imple-
mentations with CRYPTOLINE and synthesize the datapath,
which costs +4.50% of the modeled vector-integer cluster
post-synthesis and below 0.1% of a Zen 5 core area includ-
ing private L2 under a post-route upper bound (Section VII).
Taken together, these results argue that fixing x86’s 32-bit

SIMD multiply-high gap is not a niche cryptographic tweak,

but a versatile improvement that benefits a wider class of mod-

ern integer kernels. More broadly, the paper illustrates how

a combination of proxy-ISA projection, formal verification,

and ASIC prototyping can build a credible case for minimal

ISA changes without access to proprietary microarchitectural

simulators.

II. BACKGROUND AND MOTIVATION

This section establishes the architectural problem that mo-
tivates VAXEN. We first summarize the relevant Montgomery
arithmetic background, then analyze the 32-bit SIMD Mont-
gomery multiplication to expose the algorithmic origin of
the 32-bit gap, and finally connect that contrast to existing
x86 SIMD instruction support and the scope of the proposed
extension.

A. Notations

We use mod to denote congruence modulo an integer. For
. + -1
z € Z, we write zmod™~q € {—|2],—-[%]+1,..., %5 ]} for
the canonical signed representative of z modulo ¢, and zmod
q €{0,1,...,q—1} for the canonical unsigned representative.

B. Montgomery Multiplication

Two Montgomery-style formulations are especially relevant
to this paper: original Montgomery multiplication [7] and
Seiler’s variant [12]. Let 8 denote the radix such that ¢ fits in
one word, for example 3 = 232 when 2!6 < ¢ < 232,

Let a and b denote the two multiplicative inputs. The
original Montgomery multiplication computes

_ab+ ((ab(—¢~" mod B)) mod* B8)q
= 5 .

Seiler’s variant computes

r := MontMul,(a, b)
ab — ((ab(—g~* mod j3)) mod™ B)q
3 )

The practical advantage of Seiler’s variant is that the nu-
merator is divisible by (3, so the low-half subtraction can
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ML-DSA 32-bit MontMul (Baseline) [10]

ML-DSA MontMul with VAXEN

ao = vmovshdup (a) ml = vpmulld(a, bgi)
me,mo,ce = vpmuldqg(a,bge), vpmuldg (ao,bgo), vpmuldg(a,be) ch = vpmulhd(a, b)
co,te,to = vpmuldg(ao,bo), vpmuldqg (me, q), vpmuldg (mo, q) th = vpmulhd (ml, q)

ch = vpblendd (0xAA, co,
th

vmovshdup (ce) )
vmovshdup (te) ),

vpblendd (0xAA, to,

r vpsubd (ch, th)

r = vpsubd (ch, th)

Fig. 1. SIMD Montgomery multiplication for ML-DSA over ¢ = 8380417 < 232. Left: the baseline AVX2 path requires 12 vector instructions due to the
missing 32-bit multiply-high; the known twiddle factor b allows precomputing constants, where be (bo) denotes the even (odd) channel values of b, and
bge (bqo) denotes the corresponding even (odd) channel values of bgi = b- (—g~! mod 8) mod® 8. Right: with VAXEN, the same reduction completes in

4 instructions.

be ignored safely when only the upper half is carried for-
ward. In contrast, the original formulation must still account
for carry propagation from the low half into the high half.
Consequently, Seiler’s approach has been widely adopted in
standard implementations, including ML-KEM [13] and ML-
DSA [3]. Throughout this work, all instances of Montgomery
multiplication follow this methodology.
If we denote m by

m = ((ab(—q_1 mod f3)) mod™® ﬁ) ,

then |m| < ¢/2, and the output magnitude of both formula-
tions satisfies

C. Algorithmic Origin of the 32-bit Gap

Figure 1 contrasts ML-DSA Montgomery multiplication on
the baseline AVX2 path (12 vector instructions [10]) with the
proposed VAXEN path (4 instructions). The baseline must
decompose the reduction into even- and odd-lane widening-
multiply-plus-repack shapes, tripling the instruction count and
lengthening dependence chains through vmovshdup and vp-
blendd repairs.

D. Existing x86 SIMD Instructions

AVX2 and AVX-512 provide low-half and high-half prod-
ucts for 16-bit lanes but lack high-half products for 32-bit
lanes. The workaround uses even-lane widening multiplies
(vpmuldg and vpmuludq), lane-repair shuffles (vmovshdup),
and blends (vpblendd), as shown in Figure 1. Throughout this
paper, AVX2 and AVX-512 forms share the same mnemonics;
we refer to the AVX2 form for ymm operands and AVX-512
for zmm.

Table I summarizes AVX2 performance on Rocket Lake,
Lion Cove, Skymont, and Zen 5. Two trends matter: Rocket
Lake exposes the historical Intel imbalance (vpmulld at 10/1
versus 16-bit multiplies at 5/0.5), while Lion Cove/Skymont
reduce the vpmulld latency to 6/1 and 4/1 but still leave its
reciprocal throughput behind the 16-bit family. On AMD, the
16-bit and existing 32-bit multiply families are balanced from
Zen 3 through Zen 5 [14].

Microarchitectural Analysis. We now present a microar-
chitectural analysis informed by the observed performance
data in Table I. While we do not have access to proprietary
design details, the following reasoning is consistent with
published instruction-level measurements [14] and provides

TABLE 1
AV X2 INSTRUCTION LATENCY/THROUGHPUT.

Instruction Rocket Lion Cove Skymont Zen 5
vpmullw 5/0.5 5/0.5 3/0.5 3/0.5
vpmulhw 5/0.5 5/0.5 3/0.5 3/0.5
vpmulhuw 5/0.5 5/0.5 3/0.5 3/0.5
vpmulld 10/1 6/1 4/1 3/0.5
vpmuldqg 5/0.5 4/0.5 3/0.5 3/0.5
vpmuludq 5/0.5 4/0.5 3/0.5 3/0.5
vmovshdup 1/0.5 1/0.5 1/0.5 1/0.25
vpblendd 1/0.33 1/0.25 1/0.5 1/0.25

Note: Values are latency/CPI. Rocket and Zen 5 are from [14]; Lion Cove
and Skymont are measured on an Intel Core Ultra 5 228V (Lunar Lake)
with Turbo Boost and Hyper-Threading disabled.

the architectural basis for VAXEN’s feasibility argument. We
do not consider reuse of integer multiplication inside floating-
point execution engines.

For Rocket Lake, the vpmuldg/vpmuludq latency/CPI of
5/0.5 is consistent with two independent 256-bit pipelines,
each containing four parallel 32x32—64 multipliers organized
as a S5-stage pipeline. The vpmulld point of 10/1 is the
anomalous entry: its latency is exactly 2x that of vpmuludq,
and its CPI is exactly 2x worse, which strongly suggests
that vpmulld is not a first-class hardware operation but is
instead decomposed internally into two sequential vpmuludg-
class micro-operations that process even and odd 32-bit lanes
separately and then merge the low halves. If this hypothesis
is correct, it carries an important implication for VAXEN:
implementing vpmulhd/vpmulhud on Intel hardware would
not require adding new multiplier datapaths. Since the existing
even-lane 32x32—64 multipliers already produce a full 64-
bit product, reading the upper 32 bits requires only a result
selection multiplexer (MUX). In other words, the same two-
micro-operation decomposition that Intel currently uses for
vpmulld could serve vpmulhd at the same latency 10 and
CPI 1, with near-zero additional silicon cost.

For Zen 5, the uniform 3/0.5 behavior across the 32-bit
multiply family is consistent with a design built from dual-
mode macrocells: in full mode, one macrocell computes one
32x32—64 product in 3 stages, while in low mode it computes
two 32x32—low-half products in the same 3-stage pipeline.



One plausible organization is therefore two independent 256-
bit pipelines, each containing four parallel dual-mode macro-
cells. On this design line, adding vpmulhd/vpmulhud at full
throughput (latency 3, CPI 0.5) requires upgrading the low-
only lanes to full 64-bit products, which is exactly the change
evaluated in our ASIC study (Section VII).

In summary, the observed performance data suggests that
both Intel and AMD could support the proposed VAXEN
instructions within their existing multiplier organizations, but
with different performance profiles. An AMD-like balanced
design would deliver CPI 0.5 with a small area increment. An
Intel-like decomposition approach would deliver CPI 1.0 with
near-zero area cost, and the measurements of the Lion Cove
and Skymont cores show that newer Intel cores are already
reducing the latency of the 32-bit multiply penalty. Our main
PISA projection assumes the balanced path; the Intel PISA
matrix in Section IV reports measured sensitivity points for
less balanced choices.

E. Where the Gap Appears

We only summarize these workloads at a high level here to
show where the missing primitive arises; further algorithmic
and implementation details are deferred to the corresponding
references.

Cryptographic scenarios. In ML-DSA [3], the NTT uses
Cooley-Tukey butterflies [15] of the form (a, b) — (a+b,a—
b - w), where the product b - w is implemented with the 32-
bit Montgomery multiplication shown in Figure 1; this makes
the butterfly a direct consumer of the missing lane-wise 32-
bit multiply-high primitive. The same arithmetic bottleneck
also propagates to full ML-DSA signature generation, because
signing repeatedly invokes the NTT-centered kernels inside a
user-visible end-to-end workload (e.g., post-quantum TLS 1.3
handshake [16], [17]). In ZKP systems, Poseidon2 [9] is a
representative permutation-based workload: its parameter w
denotes the permutation state width, i.e., the number of field
elements in the state, so the later w = 16 and w = 24 cases
correspond to 16- and 24-element states. In Plonky3 [2] over
the BabyBear field ¢ = 23! — 227 + 1, one key nonlinear
component is the S-box exponentiation (e.g., x — z7), whose
modular multiplications repeatedly exercise the same 32-bit
Montgomery path.

Non-cryptographic scenario. Philox [4] is a counter-based
PRNG used in software stacks such as PyTorch and Tensor-
Flow [5], [6]. A Philox round repeatedly forms products of the
form M - x = 232 - hi(M,z) + lo(M,x) and mixes the high
half into the next counter state, so computing hi(M,z) =
| Mx/232] is part of the hot path.

Across these cryptographic and non-cryptographic kernels,
the missing operation is therefore both narrow and versatile:
it is a single lane-wise arithmetic primitive, but it reappears
in several performance-critical workloads.

III. VAXEN ISA DESIGN

This section defines the proposed extension. VAXEN is
not a broad cryptographic extension suite; it is a lane-wise

TABLE 11
PROPOSED VAXEN INSTRUCTION ENCODING.

Instruction Map VEX opcode EVEX opcode
vpmulhud 66.0F38 WIG48 /r WO048 /r
vpmulhd 66.0F38 WIG49 /r WO049 /r

Note: Both instructions use the 66.0F38 opcode map with NDS form;
opcode bytes 48 and 49 are selected from entries marked unassigned in
the SDM/XED revisions [18].

extension that supports the 32-bit multiply-high primitive in
AVX2 and AVX-512.

A. Instruction Set Scope

VAXEN adds two core operations: signed 32-bit multiply-
high, vpmulhd, and unsigned 32-bit multiply-high, vpmulhud.
Each operation is provided in AVX2 and AVX-512 forms
so that the proposal applies uniformly to the two dominant
x86 SIMD programming models used by today’s optimized
software. The semantic contract is simple: for each 32-bit lane,
the instruction returns the upper 32 bits of the 64-bit product,
yielding 8-way parallel 32x32 multiply-high in AVX2 and 16-
way parallel 32x32 multiply-high in AVX-512.

The proposed instructions are defined independently for
each lane. This is an important distinction from multi-word
cryptographic extensions (e.g., MQX [8]), where carry propa-
gation or cross-word interactions are part of the ISA contract.
The kernels targeted in this paper do not need those semantics.
For BabyBear arithmetic, ML-DSA arithmetic, and Philox
PRNG, the key operation is the high half of a lane-wise
product.

B. Instruction Encoding

VAXEN requires only two new opcodes and fits within the
existing x86 VEX/EVEX (Vector Extension / Enhanced Vector
Extension) prefix framework without requiring a new opcode
map. As shown in Table II, both instructions are placed in the
66.0F38 map alongside the existing 32-bit multiply family,
with opcode bytes 48 and 49 proposed from entries marked
unassigned in the SDM/XED revisions [18]. The VEX forms
follow the WIG convention of AVX2 32-bit integer multiplies;
the EVEX forms set W=0 for this instruction class and inherit
standard AVX-512 opmask and zeroing-masking semantics.
Memory broadcast can be enabled if the final EVEX tuple
definition includes it. A dedicated CPUID feature bit gates
both instructions for the two targeted vector widths (256-bit
VEX and 512-bit EVEX), following the same enumeration
model as AVX-VNNI and AVX-IFMA.

C. Constant-Time Guarantee

Cryptographic software requires data-independent execution
time to prevent timing side-channel attacks. The ISA contract
requires vpmulhd and vpmulhud to execute in constant time:
the latency and micro-operation count are fixed regardless
of operand values. The evaluated datapath satisfies this con-
tract (Section VII): the Booth radix-4 encoder, Wallace-tree



TABLE III
MQX AND VAXEN ON MONTGOMERY MULTIPLICATION.

TABLE IV
PROXY INSTRUCTIONS USED BY THE PISA MATRIX.

Design Granularity ML-DSA MontMul

Target instruction Proxy instruction

AVX2 baseline 32-bit lanes 12 vector inst.

MQX-style [8] 64-bit lanes > 6 vector inst.

VAXEN 32-bit lanes 4 vector inst.

vpmulld vpmullw
vpmulhd vpmulhw
vpmulhud vpmulhuw

Note: Counts are for eight coefficients; the MQX-style row is an optimistic
lower bound without unpacking and repacking.

compressor, and prefix adder are all combinational structures
whose delay depends on operand width, not values. The
MulHiSignedCorrector applies an unconditional correction
for every lane on every invocation, selected by opcode rather
than data. This is the same principle that makes existing vp-
mulhw, vpmulhuw, vpmuludg, and vpmuldq constant-time
on current Intel and AMD processors. VAXEN introduces no
data-dependent branching, variable-latency units, or operand-
dependent power gating, so it does not open new timing side
channels beyond those in the baseline multiply datapath. As
with existing SIMD multipliers, power and electromagnetic
side channels due to operand-dependent Hamming weight in
the Booth encoder remain orthogonal and require platform-
level countermeasures.

D. Design Space Exploration

VAXEN deliberately occupies the minimal end of the ISA-
extension design space. We considered and rejected three more
aggressive alternatives.

Fused Montgomery reduction instruction. Fusing the
low-half multiply, high-half multiply, and subtraction into a
single three-source instruction could reduce Figure 1 (right)
from 4 to 2 instructions. However, three-source SIMD instruc-
tions require wider register-file read ports and more complex
scheduling, and a fused reduction would be Montgomery-
specific, providing no benefit to Philox PRNG. VAXEN’s
multiply-high primitive is the common factor across all target
workloads.

Carry-propagating multi-word extension. Extensions
such as MQX [8] introduce carry-aware multi-word operations
for large-integer kernels. Our target workloads operate entirely
within single 32-bit lanes and do not require cross-lane carry
propagation. ML-DSA Montgomery multiplication makes the
difference concrete. Packing two 32-bit coefficients into one
MQX 64-bit word is not correct because the product contains
cross terms between the two coefficients. A correct MQX-style
adaptation must widen each coefficient to a separate 64-bit
word, halving lane density and adding shifts and repacking.
Table III summarizes this instruction-level lower bound: MQX
is complementary to VAXEN, but it does not remove the lane-
wise 32-bit high-half gap. We do not compare area because
MQX does not report a directly comparable RTL/PnR cost for
this ML-DSA design point.

Wider element support (64-bit multiply-high). A 64 x
64 — 128 multiply-high would benefit large-integer arithmetic

Note: vpmulld is an existing x86 instruction; Table VI isolates the effect of
keeping it at the measured cost of each Intel core.

TABLE V
EVIDENCE BOUNDARY USED IN THE EVALUATION.

Evidence Status Boundary

Base cycles Measured Existing AVX cost

Proxy binaries Measured proxy Substituted instruction class

Speedup Derived Mapping-dependent projection
llvm-mca Static Supported-core scheduling only
CryptoLine Proof Functional correctness only
RTL/PnR Hardware model Area/timing plausibility

Note: Proxy-binary rows are measured on real hardware, but projected
VAXEN speedups are derived by interpreting those proxy cycles under the
PISA mapping in Table IV; they are not direct hardware measurements of
nonexistent instructions.

but is unnecessary for 32-bit prime fields in ZKP and PQC,
and the multiplier area cost would be substantially larger.

In summary, by targeting the narrowest missing primitive
that recurs across multiple domains, VAXEN maximizes its
versatility-to-cost ratio while remaining compatible with ex-
isting SIMD programming models.

IV. EVALUATION METHODOLOGY

This section describes how the paper evaluates VAXEN.
The methodology is multi-layered: PISA-based performance
projection [8], static scheduling analysis, formal verification,
and ASIC-oriented cost estimation.

A. Workload Categories

The evaluation is organized around two workload cate-
gories. The first is cryptographic, which we study at three
scales: Montgomery multiplication [7], [12], cryptographic
components such as ML-DSA NTT [3], [10] and Plonky3
Poseidon?2 [2], [9], and full ML-DSA signature generation. The
second is non-cryptographic and centers on Philox PRNG [4],
a multiply-high-intensive kernel widely used in AI frame-
works such as PyTorch and TensorFlow. Table VII includes
workloads for which we have end-to-end or component-level
benchmarks. Table VIII instead uses extracted hot snippets to
explain instruction count, block throughput, and critical path;
it is diagnostic evidence, not a replacement for the measured
proxy benchmarks.

B. PISA-Based Performance Projection

The primary performance methodology is proxy ISA
(PISA) [8]. The basic idea is to estimate a proposed instruc-



tion’s performance by mapping it to an existing instruction
that is structurally similar on real hardware, rather than trying
to reconstruct proprietary Intel or AMD microarchitectures in
detail. If the new instruction were implemented efficiently, its
latency, throughput, and port usage would then be expected to
track those of its proxy instruction closely enough to support
early-stage architectural evaluation.

As shown in Table IV, we use 16-bit multiplication in-
structions to proxy 32-bit multiplication instructions. Our
main projection corresponds to a balanced implementation
hypothesis in which future 32-bit multiply-high instructions
(i.e., vpmulhd and vpmulhud), alongside the existing 32-bit
multiply-low instruction (i.e., vpmulld), approach the latency
and CPI of mature 16-bit SIMD multiply instructions. This is
a mapping assumption for performance projection, not a direct
measurement of nonexistent VAXEN hardware; Table V states
this boundary explicitly.

To address the central concern that the balanced mapping
might conflate the proposed high-half instruction with a faster
vpmulld, we also run a complete 2x2 PISA matrix on real
Intel hardware. Holding the compact VAXEN dataflow fixed,
we independently vary the low-half multiply and the high-
half multiply between the measured vpmulld cost of the target
core and the 16-bit-multiply proxy cost. This yields four proxy
points: all-vpmulld, fast high only, fast low only, and balanced.

Table VI reports this proxy-isolation experiment for ML-
DSA NTT/INTT on Rocket Lake, Lion Cove, and Skymont
cores. The high-only rows isolate the performance attributable
to the high-half operation under the stated PISA mapping
while vpmulld remains unchanged; they improve over baseline
by 1.29%x-1.79x across the three Intel cores. The all-mulld
rows are also informative: they are modest on Rocket Lake
and Lion Cove, but much stronger on Skymont because the
vpmulld latency is substantially lower than Rocket Lake’s.
Thus the measured matrix shows both halves of the story:
VAXEN’s proposed high-half operation is an independent
source of benefit, and Intel’s newer cores are already reducing
the historical penalty of 32-bit vector multiplication.

C. Validity of the PISA Assumption

The balanced proxy mapping assumes that the proposed
vpmulhd and vpmulhud instructions can approach the latency
and CPI of today’s 16-bit multiply-high instructions. This
subsection argues that the assumption is grounded in empirical
trends and our own hardware evaluation, while the Intel proxy
matrix in Table VI explicitly bounds less balanced choices.

Empirical evidence from AMD. On AMD Zen 3 through
Zen 5, all existing 32-bit integer multiply instructions
(vpmulld, vpmuldq, vpmuludq) already achieve latency 3
and CPI 0.5, identical to the 16-bit multiply family [14]. This
demonstrates that latency/CPI parity between existing 16-bit
and 32-bit vector multiply operations is already shipped; the
missing high-half operation itself remains the proposed ISA
addition.

Hardware timing validation. Our ASIC evaluation library
(Section VII) provides direct evidence that the proposed data-

TABLE VI
ML-DSA CONTRIBUTION ISOLATION ON INTEL CORES.

Kernel Proxy Rocket Lion Cove Skymont
baseline 918 1130 2189
all-mulld 864/1.06 1091/1.04 1267/1.73

NTT  high-only 690/1.33 844/1.34 1221/1.79
low-only 738/1.24 942/1.20 1200/1.82
balanced 580/1.58 666/1.70 1187/1.84
baseline 808 940 2193
all-mulld 726/1.11 930/1.01 1330/1.65

INTT high-only 582/1.39 727/1.29 1243/1.76
low-only 622/1.30 783/1.20 1227/1.79
balanced 482/1.68 571/1.65 1177/1.86

Note: Non-baseline cells report cycles/speedup over baseline. all-mulld:
vpmulld proxies every 32-bit multiply; high-only: vpmulhw/vpmulhuw
proxy vpmulhd/vpmulhud; low-only: vpmullw proxies vpmulld, and
vpmulld proxies vpmulhd/vpmulhud; balanced: both 16-bit substitutions
are used.

path does not degrade timing. Both the baseline configuration
(4 full + 4 low-only lanes) and the VAXEN configuration
(8 full lanes with signed correctors) meet the same 1 GHz
frequency target, with identical worst-case register-to-register
arrival of 908 ps. The critical path in both cases is the Wallace-
tree plus 64-bit prefix-adder chain inside FullMul32Lane,
which is already present in the baseline for even-lane vpmu-
ludq operations. Adding vpmulhd/vpmulhud therefore does
not introduce a new critical path; it replicates an existing one
to cover the odd lanes.

Scope of the assumption. The PISA proxy does not claim
that every possible x86 implementation will achieve CPI 0.5
for the new instructions. As discussed in Section VII, a
minimal MUX-only implementation that reuses only even-lane
multipliers would deliver CPI ~ 1.0 instead. Our main pro-
jection targets a balanced-throughput design point consistent
with AMD’s existing 32-bit multiplies. On Intel, Table I shows
a favorable trend: Rocket Lake has vpmulld latency/CPI of
10/1, while our Ultra 5 228V measurements show 6/1 on Lion
Cove and 4/1 on Skymont. The reciprocal throughput remains
less balanced than the 16-bit family, so the Intel proxy matrix
should be read as a measured sensitivity study rather than as
a claim that all Intel cores already match the balanced design
point.

Control-flow and data-flow preservation. The PISA proxy
replaces 32-bit multiply instructions with 16-bit counterparts,
which produces numerically incorrect intermediate values but
must preserve the program’s control flow and instruction-
level data flow for the timing projection to be valid. We
verified this property by disassembling all proxy binaries
and confirming that the compiler emits identical instruction
sequences (same instruction count, operand widths, register
allocation, and branch structure) except for the substituted
multiply mnemonics. Because the substituted 16-bit multiplies



share the same operand format and encoding width as their
32-bit targets, no spill, branch, or scheduling divergence is
introduced.

D. Static Analysis, Formal Verification, and ASIC Cost

For static analysis, we utilize llvm-mca [19] to evaluate ex-
ecution port pressure and critical path latency. To guarantee the
functional correctness of our PISA-based implementations, we
formally verify the projected implementations of Montgomery
multiplication and Philox PRNG using the CRYPTOLINE
framework [11]. Furthermore, to assess the hardware area
overhead of the proposed VAXEN extensions, we developed
and synthesized an ASIC prototype.

V. PROJECTED PERFORMANCE EVALUATION

This section reports projected performance using the PISA
methodology [8] on four measured cores/platforms: Intel Core
17-11700K (Rocket Lake), the Lion Cove P-core and Skymont
E-core of an Intel Core Ultra 5 228V (Lunar Lake) processor,
and AMD EPYC 9B45 (Zen 5, Google Cloud). We organize
results into cryptographic kernels and a non-cryptographic
Philox kernel to show how the proposed 32-bit multiply-
high primitive performs under the balanced mapping, with the
implementation sensitivity bounded in Section IV.

A. Experimental Setup

On the Rocket Lake and Core Ultra 5 228V platforms,
Turbo Boost and Hyper-Threading were disabled to ensure
deterministic measurements. The Core Ultra 5 228V experi-
ments pin execution to CPU 0 for Lion Cove and CPU 4 for
Skymont. For the Google Cloud-hosted Zen 5 platform, we
ran the full suite on an instance configured with one thread
per physical core.

We report median cycle counts. “Base” denotes existing
AVX2 and AVX-512 implementations. “VAXEN” denotes the
balanced projected implementation with proxy instructions
according to Table IV; the complete Intel PISA matrix is
reported separately in Table VI. All speedups are intra-ISA
(AVX2 baseline vs. AVX2 VAXEN, AVX-512 baseline vs.
AVX-512 VAXEN). The Core Ultra 5 228V cores support
AVX2 but not AVX-512.

B. Montgomery Multiplication Kernels

Our implementation of the BabyBear and ML-DSA Mont-
gomery multiplication is based on the vectorized routines in
the Plonky3 [20], [21] and the Dilithium repository [10],
respectively.

Table VII (upper rows) shows proxy-binary arithmetic ev-
idence under the balanced PISA mapping. Notable primitive-
level gains appear in BabyBear and ML-DSA Montgomery
multiplication, especially on Skymont, where the balanced
mapping improves ML-DSA Montgomery multiplication by
2.14x. AVX-512 remains available on Rocket Lake and Zen 5,
while the Core Ultra 5 228V cores are AVX2-only.

Applicability to KoalaBear. KoalaBear (¢ = 23! —22441)
is another 31-bit prime field used alongside BabyBear in

the Plonky3 stack [2]. In Plonky3, the KoalaBear Mont-
gomery multiplication follows the same vectorized instruction
sequence as the BabyBear variant: both fields use identical
SIMD packing, and identical widening-multiply-plus-repack
shape on the baseline path. Therefore, because the SIMD
packing and widening/repack shape match BabyBear, we
expect similar speedups for KoalaBear; we do not separately
benchmark it here.

C. Cryptographic Building Blocks

The ML-DSA NTT routines are adapted from the hand-
optimized AVX2 assembly implementation provided in the
Dilithium repository [10]. We report only AVX2 results for
ML-DSA NTT because the official Dilithium repository main-
tains only an AVX2 implementation and does not provide
an AVX-512 variant. For Poseidon2, we derived our PISA
versions by directly extending the original Rust-based AVX2
and AVX-512 implementations [22], [23]. NTTs are included
because each butterfly unit directly invokes Montgomery mul-
tiplication; Poseidon?2 is included because its S-box layer relies
on repeated BabyBear field multiplications, which contribute
substantially to the arithmetic cost.

As shown in Table VII, ML-DSA NTT/INTT (AVX?2) retain
most of the primitive-level advantage (1.56x—1.86x across the
Intel cores) because the butterfly is dominated by Montgomery
multiplication. Rust-level Plonky3 Poseidon2 is more bounded
but still positive (1.30x—1.51x): its S-box benefits from faster
Montgomery multiplication, but the Maximum Distance Sepa-
rable layer and surrounding Rust-level code are unaffected by
VAXEN.

BabyBear NTT and Plonky3 NTT. We also evaluate Baby-
Bear NTT, a Cooley—Tukey NTT vectorized across butterfly
indices, and Plonky3 NTT, the Rust-based batch DFT [24] that
vectorizes across columns (width 32). BabyBear NTT achieves
1.41x-1.55x speedup, while Plonky3 NTT shows smaller,
platform-sensitive gains because the benchmark is memory-
system sensitive; VTune attributes 80.4% of baseline pipeline
slots to memory stalls.

Prevalence in end-to-end proofs. To quantify prevalence
inside a complete proof, we profiled a Plonky3 BabyBear Po-
seidon2 STARK proof (the prove_prime_field_31 example)
on Rocket Lake. In the log, trace-length-18 perf-symbol pro-
file, Poseidon2 accounts for 65.2% of sampled CPU time and
DFT/NTT accounts for another 6.8%; both are Montgomery-
multiplication dominated. By Amdahl-style decomposition of
the profiler symbol attribution, Montgomery multiplication
accounts for approximately 53% of end-to-end proving time in
this configuration; this is prevalence evidence, not a measured
full-proof VAXEN speedup.

D. ML-DSA Signature Generation

Table VII reports ML-DSA signing, where the proxy im-
plementation is derived from the Dilithium repository [10].
The projected 1.35—-1.54x signing speedup suggests that the
primitive-level benefit survives attenuation by hashing, sam-



TABLE VII

PROJECTED PERFORMANCE UNDER THE BALANCED PISA MAPPING.

Lion Cove

Skymont

Zen 5

9.38/6.85/1.37

6.70/5.63/1.19

14.22/7.66/1.86

11.89/5.55/2.14

4.59/2.79/1.65
3.84/2.17/1.77
3.07/1.94/1.58

1130/666/1.70
940/571/1.65
672.49/517.39/1.30

1089.49/836.19/1.30
94.12/63.22/1.49
106.51/75.47/1.41

1081.64/993.69/1.09

1129.41/1023.22/1.10

2189/1187/1.84
2193/1177/1.86
1433.15/948.48/1.51

2401.00/1682.01/1.43
124.71/80.37/1.55
133.42/88.47/1.51

1386.75/1125.55/1.23

1473.37/1149.68/1.28

540/324/1.67
432/270/1.60
334/247/1.35
168/113/1.49
527/391/1.35
279/199/1.40
41.88/28.61/1.46
42.93/29.74/1.44
391.86/344.49/1.14
323.48/312.43/1.04
393.97/346.78/1.14
332.31/319.49/1.04

469204/336842/1.39

787517/512795/1.54

218403/160623/1.36

32/15/2.13

56/31/1.81

16/8/2.00
8/3/2.67

Kernel ISA Rocket
BabyBear Mont. [20] AVX2 7.90/4.80/1.65
BabyBear Mont. [21] AVX-512 7.05/4.17/1.69
ML-DSA Mont. [10] AVX2 5.60/3.83/1.46
ML-DSA NTT [10] AVX2 920/588/1.56
ML-DSA INTT [10] AVX2 804/480/1.68
Poseidon2 w = 16 [22] AVX2 628/421/1.49
Poseidon2 w = 16 [23] AVX-512 383/269/1.42
Poseidon2 w = 24 [22] AVX2 1075/757/1.42
Poseidon2 w = 24 [23] AVX-512 656/487/1.35
BabyBear NTT-19 AVX2 67.97/45.55/1.49
BabyBear NTT-20 AVX2 69.37/46.67/1.49
Plonky3 NTT-19 [24] AVX2 748.54/658.05/1.14
Plonky3 NTT-19 [24] AVX-512 642.47/604.09/1.06
Plonky3 NTT-20 [24] AVX2 778.04/681.81/1.14
Plonky3 NTT-20 [24] AVX-512 664.73/627.00/1.06
ML-DSA Sign [10] AVX2 395785/292462/1.35
Philox [25] AVX2 27/11/2.45
Philox [25] AVX-512 17/6/2.83

Note: Cells report Base/VAXEN/speedup using median cycles. Poseidon?2 is cycles per permutation; BabyBear NTT rows are cycles per scalar field element;
NTT-19 denotes logn = 19. Plonky3 NTT is the Rust dft_batch benchmark with width 32, normalized by transform length. Philox denotes Philox

4x32x10: four 32-bit counter words and 10 rounds. ML-DSA signing fixes the rejection-loop count to 5. Lion Cove/Skymont are AVX2-only;

unavailable AVX-512. VAXEN cells are proxy timings under Table IV.

pling, and the Fiat—Shamir rejection loop, which VAXEN does
not accelerate.

E. Philox PRNG

Our Philox implementation is derived from the random123
library [25]. Table VII (lower rows) shows that the same
primitive also benefits a non-cryptographic kernel. Philox is a
direct consumer of 32-bit multiply-high, improving by 1.81x—
2.45x on AVX2 and up to 2.83 x where AVX-512 is available.

VI. STATIC MICROARCHITECTURAL ANALYSIS

We complement the PISA evaluation with static scheduling
analysis using llvm-mca [19] on Rocket Lake and Zen 5; we
do not add Lion Cove/Skymont static-analysis rows because
LLVM support for these scheduling models is still incomplete
relative to our hardware measurements. We extract the timed
hot paths from the benchmark build products and feed those
snippets directly to the tool. We center the discussion on
BabyBear Montgomery multiplication, ML-DSA Montgomery
multiplication, and the ML-DSA NTT butterfly. These three
kernels are chosen because they are the compute-bound com-
ponents most directly affected by the missing 32-bit multiply-
high instruction, and their straight-line code structure largely
removes memory-access effects, making the port-pressure
reduction from vpmulhd/vpmulhud clearer than in larger

@

marks

benchmark harnesses that also include memory traffic, MDS
layers, or rejection-loop overhead.

A. Montgomery Multiplication

The upper rows of Table VIII summarize the BabyBear
results, followed by the AVX2 ML-DSA Montgomery multi-
plication. Take BabyBear as an example: on AVX-512, Rocket
Lake drops from 13 instructions and 5.0-cycle throughput to
7 instructions and 2.0 cycles (2.50x throughput speedup).
The AVX2 ML-DSA Montgomery kernel shows the same
mechanism, shrinking from 12 instructions to 4 and improving
reciprocal throughput from 3.0 to 1.5 cycles on both Rocket
Lake and Zen 5, while also shortening the critical path from
16 to 14 cycles on Rocket Lake and from 12 to 10 cycles on
Zen 5.

B. ML-DSA NTT Butterfly

For ML-DSA, we analyze a representative butterfly core
extracted from the AVX2 NTT-256 implementation [10]. The
captured snippet contains four consecutive AVX2 Cooley—
Tukey butterflies, each comprising a Montgomery multiplica-
tion and an add/subtract pair, which together cover 32 lane-
level butterfly units. In contrast to the full ML-DSA NTT
performance reported in Section V, which includes the over-
head of memory accesses and coefficients permutations, this



TABLE VIII
STATIC-ANALYSIS SUMMARY FROM LLVM-MCA.

Rocket Zen 5
Kernel ISA Var.
Inst RT SU CpP Inst RT SU CpP
Base 14 3.5 1.00 23 14 3.0 1.00 17
BabyBear Mont. [20] AVX2
VAXEN 7 2.5 1.40 21 7 2.0 1.50 15
Base 13 5.0 1.00 26 13 6.0 1.00 16
BabyBear Mont. [21] AVX-512
VAXEN 7 2.0 2.50 21 7 4.0 1.50 15
Base 12 3.0 1.00 16 12 3.0 1.00 12
ML-DSA Mont. [10] AVX2
VAXEN 4 1.5 2.00 14 4 1.5 2.00 10
Base 60 12.0 1.00 30 60 12.0 1.00 25
ML-DSA NTT [10] AVX2
VAXEN 28 6.0 2.00 17 28 6.0 2.00 13

Note: Inst is instruction count, RT is block reciprocal throughput, SU is throughput speedup over the same-ISA baseline, and CP is critical-path length.

analysis focuses exclusively on the core butterfly computation
instructions. By isolating these arithmetic primitives, we can
more accurately evaluate the direct impact of the proposed
VAXEN on the computational bottleneck.

Table VIII (lower rows) shows the results: the baseline uses
60 instructions per four-butterfly block with 12.0-cycle recip-
rocal throughput on both platforms, while the VAXEN version
uses 28 instructions with 6.0-cycle throughput (2.00x). The
critical path also shrinks materially, from 30 to 17 cycles on
Rocket Lake and from 25 to 13 cycles on Zen 5.

Figure 2a and Figure 2b show the per-port pressure profiles
on Rocket Lake and Zen 5, respectively. On both platforms,
the VAXEN variant substantially reduces sustained pressure on
the dominant multiply-capable resources, which is consistent
with the throughput gains in Table VIIL.

VII. FORMAL VERIFICATION AND ASIC COST

VAXEN is a minimal lane-wise primitive, so two comple-
mentary questions decide whether the proposal is credible:
do the optimized proxy formulations preserve the intended
semantics, and does the required datapath remain small rel-
ative to a contemporary x86 core? We answer the first with
CRYPTOLINE [11] and the second with an ASIC evaluation
library that instantiates the 16/32-bit AVX2 integer execution
hardware in two configurations.

A. CRYPTOLINE Validation

CRYPTOLINE [11] is a domain-specific language and ver-
ifier for low-level cryptographic arithmetic. A program is
written as a straight-line sequence of fixed-width bit-vector
operations annotated with a pre-condition and a post-condition
that combine a range predicate and an algebraic equation. The
tool lowers the program to SSA (Static Single Assignment)
form, discharges range obligations with an SMT (Satisfiability
Modulo Theories) solver, and discharges the algebraic equa-
tion symbolically modulo the declared invariants. A PASS
result is a machine-checked proof that every execution re-
specting the pre-condition produces an output satisfying both
predicates.

We encode the Montgomery multiplication routines that
the rewritten kernels execute on a VAXEN-capable CPU:
the BabyBear AVX2/AVX-512 routine built on vpmulhud
(unsigned, g = 23! — 227 4 1) and the ML-DSA AVX2/AVX-
512 routine built on vpmulhd (signed, ¢ = 8380417). We
also validate the Philox multiply-high kernel with the same
framework. Each proof is a word-level model of the rou-
tine under the semantics VAXEN ascribes to the multiply-
high instructions. For the two Montgomery routines the post-
condition asserts both the arithmetic relation (the Montgomery
product modulo ¢) on the vector routine’s own outputs and the
output-range bound that the surrounding software relies on.
For the Philox kernel, transcribed with its vpmulhud/vpmulld
high/low decomposition, the post-condition asserts word-level
equivalence to an independent reference round function; a
Philox output word carries no range bound because it spans
the full 32-bit range by design. The obligations are discharged
with per-instruction overflow checking disabled, as the reduc-
tions deliberately rely on well-defined modular wraparound,
while the declared range and algebraic predicates are machine-
checked.

These proofs pass. Consequently, under the semantics that
VAXEN ascribes to vpmulhd/vpmulhud, the validated proxy
routines preserve the reference arithmetic relation and the
required input-output range contract. For BabyBear and ML-
DSA, this means the AVX2/AVX-512 Montgomery multi-
plication routines remain mathematically equivalent to their
reference formulations after the VAXEN rewrite. Because the
ML-DSA NTT and full ML-DSA signing path reuse that same
verified vpmulhd Montgomery multiplication routine, they
inherit an indirect correctness guarantee along the software
path that calls it. Table IX summarizes the three assurance
levels used in this paper: direct CRYPTOLINE proofs, indirect
coverage through a verified subroutine, and manual review for
the remaining workloads.
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Fig. 2. ML-DSA AVX2 NTT butterfly static analysis using llvm-mca.

TABLE IX
ASSURANCE LEVELS ACROSS THE VALIDATED WORKLOADS.

Workload Level Guarantee
BabyBear Mont. Direct Algebraic + range
ML-DSA Mont. Direct Algebraic + range
Philox Direct Bit-level mulhi
ML-DSA NTT/Sign Indirect Via ML-DSA Mont.
Others Manual Code review only

Note: Direct rows are machine-checked with CRYPTOLINE. “Indirect”
reuses the verified ML-DSA Montgomery routine under the same software
path. “Manual” means code review rather than a machine-checked proof.

B. ASIC Evaluation Library

The baseline cluster implements the 16/32-bit AVX2 integer
execution hardware that Zen 4 and Zen 5 pipe 0-3 must
support: add/sub, logical, compare, min/max, blend/shuffle,
shift, and the full 16/32-bit multiply family. Our VAXEN con-
figuration adds vpmulhd and vpmulhud; every other resource
is held fixed.

Pipeline and decode. Both configurations share the same
four-pipe cluster, pipe issue rules, and per-instruction laten-
cy/CPI contract as Zen 4 and Zen 5 (vpmulld/vpmuludqg at
latency 3, CPI 0.5 on pipe 0/1; the extended instructions inherit
the same binding). Instruction decode is a combinational
one-hot predecode on the 6-bit opcode feeding per-group
input registers; adding the two new opcodes touches only the
predecode table and the VectorMul32x8 result multiplexer
(MUX), so the front end is not a source of marginal area.

Toolchain. The datapath is written in Chisel 3 and elabo-
rated to SystemVerilog through FIRRTL. Logic synthesis uses
Yosys against the open ASAP7 7 nm standard-cell library [26],

followed by a fanout-driven buffer insertion pass that repairs
Yosys’s min-size cell mapping. Static timing is reported by
OpenSTA against the same library at a 1 GHz target. Func-
tional correctness is checked through ChiselTest regressions
that cover the ALU, shift, 16-bit multiply, and both 32-bit
multiply configurations against a bit-accurate golden model.

C. Baseline and VAXEN Microarchitecture

Figure 3 illustrates the VectorMul32x8 architecture for the
two configurations. The baseline uses 4 dual-mode macro-
cells per 256-bit multiply slice: each macrocell pairs a Full-
Mul32Lane with a LowOnlyMul32Lane. In full mode, i.e.,
when a vpmuldq or vpmuludq instruction is executed, only
the FullMul32Lane is active and produces the 64-bit even-lane
product; in dual-low mode, i.e., when the vpmulld instruction
is executed, the FullMul32Lane’s low 32 bits serve the even
32-bit lanes while the LowOnlyMul32Lane serves the odd
32-bit lanes.

FullMul32Lane and LowOnlyMul32Lane share the same
Booth radix-4 encoding, partial-product generator, and Wallace
tree front end. The only structural difference is Stage 3: a 64-
bit prefix adder on the full lane and a 32-bit prefix adder
on the low-only lane. This pairing exactly matches the ISA
asymmetry exposed by the existing AVX2 32-bit multiply
family and avoids paying full-product cost on odd lanes.

Our VAXEN configuration replaces the four dual-mode
macrocells with eight FullMul32Lane instances, so every
32-bit lane produces a full 64-bit product. An 8-wide Mul-
HiSignedCorrector is used to convert the unsigned high half
into signed for the vpmulhd instruction. The Stage-3 output
MUX of baseline is widened with two cases for vpmulhud
and vpmulhd. All three existing 32-bit instructions (vpmulld,
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(a) Baseline: VectorMul32x8 for vpmulld/vpmuludq (pipe 0/1),
implemented as 4 dual-mode macrocells (4 full + 4 low-only lanes)
per 256-bit slice.

(b) VAXEN: VectorMul32x8 for vpmulld/vpmuludg/vpmulhd/vpmulhud (pipe 0/1),
implemented with 8 full 32x32—64 lanes plus per-lane signed high-half correctors.

Fig. 3. VectorMul32x8 execution-unit organization. Both configurations share the same 3-stage Booth+Wallace+prefix-adder pipeline and the same

latency/CPI contract.

TABLE X
POST-SYNTHESIS CLUSTER AREA ON ASAP7 7NM AT 1 GHz.

Component Base VAXEN A
4 x ALU predecode 4405.4 4405.4 0
2 x 16x16 mul 4999.4 4999.4 0
2 x 32x8 mul 7662.3 8478.6 +816.3
Wrapper 1064.1 1064.1 0
Cluster total 18131.2 18947.5 +816.3

Note: Area values are in pum? and include sub-hierarchy. Only the 32x8
multiplier block differs between baseline and VAXEN.

vpmuldg, and vpmuludq) preserve their original datapath and
timing.

D. Marginal Cost

Both configurations meet the 1GHz target with equal
worst reg-to-reg arrival (908 ps), and the critical path is
the same Wallace-tree plus 64-bit prefix-adder chain inside
FullMul32Lane. Adding vpmulhd/vpmulhud therefore does
not shift the frequency envelope. Table X reports the post-
synthesis area decomposition. The entire increment is localized
to VectorMul32x8: the ALU cluster, 16-bit multiplier, and
shift fabric are bit-identical between the two builds.

The absolute increment is Aey — Apase = 816.3 um? =
8.16 x 10~*mm?2. Normalized against the baseline cluster,
Apase = +4.50%. This relative number is a useful sanity check
inside the same design boundary. A more realistic scale is the
area of a single modern x86 core:

o Against an AMD Zen 4 core (=~ 3.84mm? including L2
cache [27]), the VAXEN increment represents Agzey =~
0.021%.

o Against an AMD Zen 5 core (~ 4.77mm? including L2
cache [28]), the increment represents Azeps = 0.017%.
The dominant source of the increment is the move from

4 FullMul32Lanes + 4 LowOnlyMul32Lanes to 8 Full-

Mul32Lanes per slice: specifically, each low-only lane’s 32-

bit Stage-3 prefix adder is replaced by a 64-bit prefix adder,

while the shared Booth—Wallace front end is reused.

Post-place-and-route validation. To validate the post-
synthesis results, we run both configurations through the
OpenROAD-flow-scripts (ORFS) backend targeting 2.5 GHz
on the same ASAP7 library. Both configurations achieve
post-route Fi.x > 1GHz (baseline: 1112.5MHz; VAXEN:
1086.8 MHz), confirming that the extension keeps the design
above the 1 GHz target. The post-route design area increases
by +3328.3 um? (4+14.33% of the baseline cluster), and total
power increases by +0.084 W (418.7% of the baseline clus-
ter). Normalized against a Zen 5 core, the post-route increment
is & 0.070%, still well below 0.1%. The gap between the post-
synthesis (+4.50%) and post-route (+14.33%) increments is
traced to ORFS’s internal ABC speed-oriented technology
mapping, which produces a structurally different cell selection
for larger netlists regardless of the clock constraint. We there-
fore report the Yosys post-synthesis numbers as the primary
result reflecting the true RTL-level structural increment, and
the ORFS post-route numbers as a conservative upper bound
that accounts for backend physical-design effects.

E. Alternative Implementation Strategy

A less invasive option is a MUX-only approach: leave the
baseline 4 FullMul32Lanes + 4 LowOnlyMul32Lanes struc-
ture untouched and add only a result MUX to read the upper
32 bits from the existing even-lane full multipliers. Because
the odd-lane LowOnlyMul32Lane units cannot produce the
high half, the instruction must be decomposed into two micro-
operations that time-share the full lanes, yielding CPI ~ 1.0
instead of 0.5. This near-zero-area point is the MUX-only
lower bound in Table VI. Our full design upgrades the odd-
lane prefix adders from 32-bit to 64-bit, costing +0.017% of
a Zen 5 core while preserving the balanced CPI 0.5 contract.

VIII. DISCUSSION

The evaluation is deliberately single-core to isolate the ISA-
level contribution. This section discusses broader implications.

A. Multi-Core Throughput Outlook

Improving TLS server throughput by accelerating single-
core cryptographic primitives has been studied exten-
sively [31], [32]. ML-DSA signing is a core server-side



VAXEN MontMul on AVX2 (Section III)

ml = vpmulld(a, bgi) z = mul (a, b)
ch = vpmulhd(a, b) t = sqrdmulh (a,
th = vpmulhd (ml, q) r = mls(z, t, q)

r vpsubd (ch, th)

Barrett Multiplication on NEON [29]

MontMul on RVV [30]

m = vmul.vx(a, bqgi)
bbar) ch = vmulh.vx(a, b)
th = vmulh.vx (m, q)

r vsub.vv (ch, th)

Fig. 4. Modular-multiplication kernels in ML-DSA NTT when one multiplicand is known and can be precomputed.

operation in post-quantum TLS handshakes [16], [17], and
throughput-oriented servers naturally exploit multiple cores via
worker threads. Per-core gains from VAXEN should scale to
the multi-core setting as long as shared memory and cache
subsystems do not become the new bottleneck. We mark this
as a deployment outlook rather than a measured claim.

B. Portability of the Architectural Argument

The missing 32-bit lane-wise multiply-high is structural,
not a compiler scheduling artifact. On x86, the same emu-
lation sequence has been the canonical path since Skylake
(2015) on Intel and Zen 3 (2020) on AMD because the
underlying vpmuludg/vpmulld contract has been stable across
generations [14]; no reachable compiler rewrite removes the
widening-plus-repack shape. Other SIMD ecosystems make
different tradeoffs at the same point in the design space.
ARM NEON exposes doubling multiply-high instructions
such as sqrdmulh, which have been shown to accelerate
modular multiplication effectively in optimized Neon NTT
implementations [29]; RISC-V RVV exposes vmulhu and
vmulh at arbitrary element widths under its length-agnostic
model. VAXEN closes an existing gap in x86 SIMD rather
than proposing a new cross-ISA capability, and its portability
argument is that closely related arithmetic support already has
a natural form in neighboring ISAs.

The realized benefit is microarchitecture-sensitive: AMD al-
ready exhibits balanced 16/32-bit multiply performance, while
Intel’s vpmulld remains slower than the 16-bit family. VAXEN
closes the same ISA-level gap in both cases; the magnitude of
the gain depends on whether the implementation follows an
AMD-like balanced path or a slower Intel-like decomposition
(Section IV).

C. Software Adoption Path

The target libraries already use hand-written intrinsics or
assembly for hot SIMD kernels, so VAXEN can be adopted
first through intrinsics and small library macros. Our 198-line
LLVM 20 prototype exposes vpmulhd/vpmulhud intrinsics
and backend definitions; it is not a production compiler
integration, but it shows a direct path once the ISA exists.
Clang 20 already recognizes the portable multiply-high idiom
as ISD: : MULHU: the 16-bit form lowers to vpmulhuw, while
the 32-bit form falls back to widening-plus-repack code (10
vpmuludg, 15 vpshufd, 5 vpblendd) because AVX lacks a
matching instruction. With vpmulhd/vpmulhud patterns, the
same recognition lowers the 32-bit idiom to one instruction;
on current AVX, software-only rewrites still require widening-
plus-repack.

D. Relationship to AVXI10 and the x86 ISA Roadmap

Intel’s AVXI10 initiative reorganizes AVX-512 sub-
extensions into a single versioned feature set. AVX10.1 [18]
introduces no new instructions, and AVX10.2 [33] focuses on
floating-point and Al data types. As of April 2026, neither
AVX10.1 nor AVX10.2 addresses the 32-bit multiply-high gap,
and no publicly documented Intel or AMD ISA extension
includes vpmulhd or vpmulhud.

Intel’s discontinued Knights Corner did include 32-bit
multiply-high in its proprietary SIMD ISA, but under an en-
coding incompatible with VEX/EVEX that was never carried
into AVX-512 or AVX10; the precedent shows the primitive
has been considered useful before.

VAXEN is designed to be forward-compatible with the
AVXI10 trajectory: the proposed instructions use the standard
VEX/EVEX encoding within the existing 66.0F38 opcode
map (Section III), and a dedicated CPUID feature bit gates
their availability. If a future AVXI10 revision adopts 32-bit
multiply-high, the VAXEN encoding offers a concrete starting
point; a different opcode assignment would not affect our
software-level analysis.

E. Scope and Limitations

The central claim is narrow: a lane-wise 32-bit multiply-
high primitive removes a recurring bottleneck in BabyBear and
ML-DSA Montgomery multiplication, ML-DSA NTT and sig-
nature generation, the Montgomery-heavy portion of Plonky3
Poseidon2, and Philox PRNG, at low marginal core-area over-
head. Two related cryptographic workloads are intentionally
excluded. ML-KEM [13] uses a 16-bit modulus (¢ = 3329),
so its NTT already benefits from the existing vpmulhw and
is not affected by the 32-bit gap. Homomorphic encryption
(HE) schemes such as BFV and BGV typically operate on
50-60bit prime moduli per level of a residue number system
(RNS) chain [34], [35], making them consumers of multi-
word arithmetic rather than the lane-local 32-bit multiply-
high targeted by VAXEN. The main performance tables (e.g.,
Table VII) should be read as AMD-like balanced-multiply
projections, with the Intel-like slow-vpmulld mapping serving
only as a conservative sensitivity point. The formal verification
evidence is confined to the validated proxy routines and the
indirect reuse paths described in Section VII; it does not extend
to every surrounding wrapper or benchmark harness.

F. Future Directions

A natural extension is to ask whether the same minimal-
patch philosophy applies to matrix engines such as tensor
cores and NPUs [36], [37], which currently lack finite-field
arithmetic support.



IX. RELATED WORK

VAXEN sits at the intersection of three lines of prior work:
highly tuned software for PQC arithmetic on existing SIMD
ISAs, ISA or accelerator proposals for cryptographic kernels,
and cross-architecture studies showing how arithmetic support
reshapes the implementation space.

A. Optimized Software for PQC

On x86, high-performance NTT and modular-arithmetic im-
plementations have long depended on ISA-specific reduction
formulas and packing choices rather than direct support for all
desired arithmetic primitives. Seiler [12] showed that AVX2
integer NTTs (targeting moduli ¢ < 2%, e.g., ¢ = 3329
for ML-KEM [13], [38] and ¢ = 12289 for NewHope [39])
can substantially outperform prior floating-point formulations
by combining dense packing with a modified Montgomery
reduction tailored to the available instructions.

The same pattern appears on other SIMD ecosystems.
Neon NTT utilizes Barrett [40] multiplication with Neon-
specific vector idioms and, notably, uses doubling multiply-
high instructions (e.g., sqrdmulh) to accelerate modular mul-
tiplication effectively on Armv8-A [29]. On RISC-V, recent
optimized software for scalar and RVV-enabled variants shows
that different ISAs lead to materially different choices in
reduction strategy, scheduling, and vectorization style [30].

VAXEN complements this line of work rather than replacing
it: instead of proposing another software workaround, it asks
whether one recurring x86 SIMD 32-bit multiply-high gap
should become a first-class SIMD primitive.

B. ISA Extensions

Our closest architectural reference point is MQX [8], a
MICRO 2025 AVX-512 extension for multi-word crypto-
graphic arithmetic evaluated through PISA. VAXEN is nar-
rower: MQX adds carry-aware 64-bit word operations for
large-integer kernels, whereas VAXEN targets the lane-local
32-bit multiply-high bottleneck in PQC, ZKP, and Philox
PRNG. Table III quantifies this complementarity for ML-DSA
Montgomery multiplication. The overlap is methodological
and architectural rather than semantic. We do not claim that
multiply-high, PISA, or CryptoLine are new. The contribution
is to identify a long-standing x86 AVX gap, show that it is now
a shared bottleneck across three domains, and show through
measured proxy isolation (Table VI) and synthesis that the gap
can be closed at low relative hardware cost.

C. Cross-Architecture Perspective

Figure 4 makes cross-ISA comparison concrete by placing
ML-DSA NTT modular-multiplication kernels from VAXEN-
enabled AVX2 MontMul, NeonNTT-style NEON Barrett mul-
tiplication, and RVV MontMul side by side.

X. CONCLUSION

x86 SIMD still lacks a direct 32-bit multiply-high primitive
even though that operation appears repeatedly in modern ZKP

systems, PQC, and Philox PRNG. This paper argues that the
gap is both practically important and architecturally fixable.

VAXEN addresses this problem with a minimal AVX2
and AVX-512 extension that adds signed and unsigned 32-
bit multiply-high (i.e., vpmulhd and vpmulhud) with per-
lane semantics. Using PISA, static analysis, CRYPTOLINE
validation, ASIC cost estimation, and a discussion of practical
deployment, the paper builds a multi-angle case that the
proposed primitive is versatile, useful, and inexpensive enough
to merit serious consideration.

The broader takeaway is that narrow arithmetic primitives
can have outsized impact when they sit on critical paths shared
across multiple domains. For x86 SIMD, our proposed 32-bit
multiply-high instructions are such a primitive.
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APPENDIX A
ARTIFACT APPENDIX

A. Abstract

This artifact reproduces the two core results of the paper:
Table VII (projected performance under the balanced PISA
mapping) and Table X (post-synthesis cluster area on ASAP7
7nm). The software side is a unified reproduce.sh en-
trypoint that builds the cryptographic and non-cryptographic
microbenchmarks and the upstream Plonky3 and Dilithium
reproductions, then emits the projected-performance table. The
hardware side is a self-contained Docker image that elaborates
the baseline and VAXEN-extended execution clusters in Chisel
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and drives them through Yosys synthesis and OpenROAD
place-and-route on the open ASAP7 library. Together the two
results support the paper’s central claim that VAXEN delivers
a consistent cross-kernel speedup at a negligible silicon cost.
The artifact is publicly available at https://github.com/Ji-Peng/
VAXEN_ Artifact.

B. Artifact check-list (meta-information)

o Program: cryptographic and non-cryptographic SIMD mi-
crobenchmarks (BabyBear/ML-DSA Montgomery multiplication
and NTT, Poseidon2, Philox) and a Chisel RTL evaluation library.

« Compilation: host GCC/Clang and a Rust toolchain for the
benchmarks (installed automatically); Chisel/Yosys/OpenROAD
are pinned inside the Docker image.

o Run-time environment: Ubuntu 20.04/22.04; Docker for the
ASIC flow.

« Hardware: an AMD Zen 5 machine for the Zen 5 column
of Table VII (e.g. a Google Cloud c4d-standard-16, an 8
physical core AMD EPYC 9B45); any x86-64 host with at least
32GB RAM for the ASIC flow.

o Metrics: median cycle counts (Base/VAXEN/speedup) for Ta-
ble VII; standard-cell area (um?) and worst reg-to-reg arrival for
Table X.

e Output: table7.md (Table VII) and asic_tables.md (Ta-
ble X).

« Experiments: one command per table (see below).

« How much disk space required (approximately)? A few GB,
plus the Docker images.

« How much time is needed to prepare workflow (approxi-
mately)? About 30 minutes (dependency install and Docker image
build).

« How much time is needed to complete experiments (approxi-
mately)? The Table VII run takes tens of minutes; the ASIC post-
synthesis stage a few minutes, and the full place-and-route pass
3—4 hours.

« Publicly available? Yes.

« Workflow automation framework used? A shell entrypoint
(reproduce. sh) plus Docker.

C. Description
1) How to access: Clone the public repository:

git clone \
https://github.com/Ji-Peng/VAXEN_Artifact
cd VAXEN_Artifact

2) Hardware dependencies: The Zen 5 column of Table VII
requires an AMD Zen 5 machine; we recommend a Google
Cloud c4d-standard-16 instance: an §-core AMD EPYC
9B45 run with SMT disabled (8 vCPUs, one per physical core,
~62 GB RAM), matching the paper’s Zen 5 setup. If it helps,
we can provide SSH access to a preconfigured instance on
request. The ASIC flow (Table X) needs only an x86-64 host
with at least 32 GB of RAM.

3) Software dependencies: Ubuntu 20.04/22.04.
The performance flow installs its own dependen-
cies (build-essential, git, util-linux,

ca-certificates, python3, curl, and a Rust toolchain
via rustup) when invoked with ——install-deps. The
ASIC flow requires only Docker; the image pins OpenROAD,
Yosys, OpenSTA, and the open ASAP7 library, so no
proprietary EDA tools are needed.

D. Installation

For the software results, no manual build step is required
beyond dependency installation, which the entrypoint performs
on first run. For the hardware results, build the Docker image
once:

cd avx2-eval-1lib
docker build -f docker/Dockerfile \
-t avx2ext-asic

E. Experiment workflow

Table VII (projected performance). On the Zen 5 machine,
run:

./reproduce.sh pisa —--install-deps \
—-—output-root results/pisa

This produces results/pisa/table7.md.

Table X (ASIC area). From avx2—-eval—-1ib/ (the direc-
tory of the built image):

mkdir -p repro_out

docker run —--rm \

-v "S$PWD/repro_out:/out" \
avx2ext—-asic all

The regenerated table lands at:
repro_out/asic_tables/asic_tables.md

Use avx2ext—-asic postsynth to run only the fast
area/timing stage, whose raw report holds the Table X area
numbers.

F. Evaluation and expected results

The generated table7.md reproduces the Zen 5 col-
umn of Table VII: for each kernel it reports the baseline
and VAXEN median cycle counts and their speedup. Cycle-
level microbenchmarks vary run to run, so agreement within
about 5% is expected. The ASIC flow reproduces the post-
synthesis cluster area of Table X (18131.2 vs 18947.5 um?, a
+816.34 um? or +4.50% increment) and the 908 ps worst reg-
to-reg arrival to the decimal, using the pinned Yosys 0.63; the
post-place-and-route figures are regenerated as a conservative
upper bound and may vary by a few percent with the bundled
OpenROAD version.

We scope this artifact-evaluation reproduction to the Zen
5 column of Table VII and to Table X, because Zen 5 is
the hardware for which we can offer reviewers direct SSH
access. The remaining Table VII columns (Rocket Lake, Lion
Cove, Skymont) are reproduced by the identical command
on the corresponding Intel machines; the artifact README
documents that path for readers who have the hardware.

G. Methodology

Submission, reviewing, and badging followed the standard
process:
o https://www.acm.org/publications/policies/artifact-review-and-badging-
current
o https://cTuning.org/ae
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